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Digital technologies 
as a stressor

• Healthcare staff often operate within an increasingly complex 
environment with significant organisational and personal 
pressures of resource constraints, workloads, and time. 

• Issues of resources (organisational and personal) versus 
demands and complexity of care delivery are likely to increase 
in the health and allied care sectors within the European 
Union in the coming decades due to sudden unexpected 
health events arising from climate change and global political 
and social instabilities - examples of these are the ‘surge 
demands’ on services from the COVID-19 pandemic, the 
current refugee surge arising from the war in Ukraine (Wells, 
2022; Grandinetti et al., 2022).

• An added stressor is the increased use of digital based 
technologies in health service’s organisations and personnel
such as electronic health records (EHRs), artificial intelligence, 
machine learning and robotics to deliver direct treatment and
care and use of mHealth, for example remote consultations for 
clinical assessment (Hazariika, 2021; Vehko et al., 2019).



The greatest 
vulnerability 

is the human 
element

Cyber attacks are successful because members of the health workforce are 
often over worked in resource constrained environments (Nifakos et al., 

2022), combined with the failure of organisations to promote and reinforce a 
culture of cyber security amongst staff by providing opportunities to acquire 

and maintain cyber security practices and skills (Wells, 2022).

This digital reliance increases the ‘attack surface’ vulnerability to disruption by 
external threats or internal electronic failures. 

Health and allied care services are now considered critical digital 
infrastructure operators within the EU (EU, 2016). 



Problem

A recent report by the European Observatory on Health Systems 
and Policies (Fahy and Williams, 2021) noted that, “The greatest 
barriers to adoption of digital health tools were not primarily 
technical in nature, but instead lay in successfully facilitating the 
required individual, organizational and system changes”. 

There is no comprehensive European ‘map’ of digital skills levels in 
the European workforce

The pace of training of the health care workforce is not keeping up 
with the rapid and extensive adoption of digital technologies.



DDS-MAP

• The Dynamic Digital Resilience for Medical and Allied 
Professions in Health Services

• 15 European partners in a consortium consisting of HEIs 
(Medical, Nursing, Education and Digital Technology), 
NGOs, health authorities and health insurers from 
across the EU 

• to develop new training provision for health care 
professionals in the acquisition and mastery of new and 
emerging digital technologies and how to manage their 
associated challenges in the delivery of services. 

• DDS-MAP will embed health care professionals’ 
awareness, knowledge and self-reflection about their 
engagement and use of digital technologies in both 
their learning and professional practice. 
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